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B:iuml:—m’r_a (ancient Greek: bios
=“life” metron="maasrsa’) iz tha
smdy of methods for wiouely recos-
nizing lnwwans based upon cne or mors
inminsie plovsical or bebavioral maies.
Examples of biometric
characteriztics mclhude fmgerprints,
refnas and mises. facial recosnition
pattzrms and hand measuremsants.
Bipmamc  teclmologies  have
become the foundafion of an extenzive
array of highly securs identufication
aepd personal wverificaton  solubons.
Az the leval of security breaches and
mwansacton frand increzses, the nead
for highly idenrification and
personal verficanon techoologies 1s

el

becoming apparant.

Bromenic-based solutions are shla
1o provide for confidental financial
transactons awd perscoal dafa privacy.
Tha peed for biometnics can be found
io federzl, state and local governments,
in the military, and o conwnercial
zpplicanions, Eoterprise-wide nerwork
security  mdTastruchures, zovermnent
D, secure elecmanic banking, invesnng
and other fnancisl wansscions, rerail
sales, law enforcarmment. and health and
social services are already benefinng
fromn these fechnologias.

Az teclmology
e Zoes on more and mors private
compantes and public uolides will
for zafe

advances, and

e biomeTics ACCurats

identificaden. However, thesa advances
may raize privacy and sacurity related
concems throunghonr sociery and mast
be addrazzed.

Dipspite the nesmiving:s, biometric
systemns  have the poteasal o
identfy individuals with 2 wvery
kizh degree of cermaintv. The three
biomemic idendficadon tachnologies,
standardized T
{Imrerzational

internationally
ICAQ
Organization) for use in future passports
ars fnzerprint iris and face recognrtion

The United States govenuuent has
become a smong advocate of biometrics
with the merease in security concems m
TeCenst years, since September 11, 2001,

In 3 speech made by President Bush
on May 15, 2006, live from the Owval
Office, it was very clear, fom then

Ciil Axiation

on, anyons willing to zo legzlly m the
Trted States in order to work thare
will be card-indexad and will have
comumicate iz fngerprints whiles
gntering the counmy.

“A key part of that system [for
varifying docwments and work eligibilicy
of aliens] should be a pew tdennficanon
card for every legal foreizm worker
Thiz card should wuse biometric
technelozy, such as digital Sngerprints,
to make it tamper-proet” said Prasident
George W Bush,

The US Deparment of Defense
(Dol bas already 1sswed mors than 10
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million Commmon Access Card which
is an ID card fssued to all US Service
persomnel and conmaciors oo TS Military
sites. This card contains bipmnetric data
apd diginzed photographs. It also has
laser-etched photosraphs and holograms
o add security and reduce the nsk of
falsification.

Operation of a
Biometric System

Aoy biomeiric system, a person has
It:- first be registered into the system
with owe or wore of their phvsical and
bebavioral characteristics saved This
information iz then processed by a
mwumertcal algorithm and entered inm
2 databaze. The alzomtun creates a
digieal representation of the obtained
biomeTic.

Each subsaquent atfempt o nse the
system, or authenficate. raqures the
biomeic ofthanser tobe capiared agatn,
and processed ot 3 digitsl templats.
Thar remplate is then compared o those
exlsfing in the databaze o detemunce a3
miatch.

The process of converting the
acquired biometric into a digital wmplae
for comparizon 15 conpleted sach tme
the wser amempis to suthenficate to
the system. The companson process
involves the use of 2 Hammung distancs.
The measvrement of how simular tore bit
smings are 13 called Hammumg distancs,




The Hamming distance measures the
percentage of dissimdlar bits out of the
munber of comparizons made. Cuarent
techiologies have widely varying Equal
Ermror Fates, varying from as low as §0%
and as hugh as 80.8%,

Performance
Perfnrman-:e of 3 bioemic measure
is wsually referred to n terms of the
falze accept rate (FAR) the false reject
rate (FER), and the failure to enroll
rate (FTE or FER). The FAF. measures
the percent of mwalid nsers who are
mcorrectly accepted as Zenuwine users,
while the FEFE measures the percent
of walid wsers who are rejected as
[IpOsTars.

In real-world bismetdc systems the
FAF and FPE can tvpically be maded
off agamst each other by changing some
parameter. Cne of the most conmon
real-world  biemefric
swstems i3 the rate at which both accept
and reject errors are equal: the egnal
errar rate (EER), also koown as the
cross-over emmer rate (CER) The lower
the EEF. ar CEF_ the more accurate the
svstem is constderad 1o be

mezsures  of

Some of the Biometric Authen-
tication Technologies are:

* Hiometric Fingerprint System

= Biomeiric Face System

=  Bipmetric 3D Face System

= Hiometrir Ins System

= Biemetric Feting System

Fingerprint
Recognition System
he finzerprine is the most prevalent
biomewic system nsed for personal
ideanfcaton svsiems o date. Ome
ragson for this is thar fingerprine: have
been (for mawy vyears) the primary
means of idepdficadon wsad by law
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enforcemant ageacias the world over. It's

ot surprising then thar fingerprint based
identificaton is the most actve ares of
biometric research devalopoment, and
applications. Finger-scan  techoology
kas matured to the point where o is
relatively mexpensive, g2y o intagrare.
manaze, and use.

Furthenuore, npewser finger-scan
tzchnologzy called hve-scan, is todav's
replacement of the messy mk-and-roll
fingerprint acquisition procedure has
reduced the crimupal stizma associafed
with fingerprints.

A person’s fingerprin: will remam
essentially constant throughour their
life wmless their hands are exposed o
excessive or repatitive abrasions such
as those encountered by peopls who
perform certain kKinds of mananal labaor

A fingerprint 15 the pattermn of ridzas
and valleys on the suoface of the fnger
The two primary template mstching
t2chnologies nsed in fingerprint bazed BT
ara mimmtia (also called Galtoo feanaes)
marching  (minnna  ars local rdse
discontpuitnes) and global matching
{comelation of global ddze patfems).

Fingerprint  hased i1dennficanon
systems work well inuser “idennficanon
moede,”  slthouzh  the manzgeable
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temoplate database volume
may be smaller than eye-
scan basad rechnologias.

Fingerprint  techonolozy
iz flourzhinz znd msking
perzonal identfication im-
plemensation’s cheapsr,
faster, and easier So much s
thar it has expanded beyond
corporate to personal use.

Bafora a8 sigmificant
invesmnent s made appli-
cation spectfic performance
capability shonld be
verified.

Biometrically Enabled Smart
Card — the Way Ahead
smiart card is a plastic card which
lds a processing chip — like
those found in compuers. The chip
on the card is desimnad to protect the
infonmation stored op it wsing various
sequrity mechanisms.

Mizmare. 2 US based hicmemic
sequrity  systern  provider  (wawid-
smart.com), has designed 3 umigue
new smart card that combines smart
techoology with an  oo-card
fingerprint senzor, enshling stand alone
biomeTic fAugerprint idenoficaden and
suthorization selutons,

Witk the IDsmarn Caphure-Stara-
March (CSM) process, the wuser’s
fingerprint nnage is captured. stored and
matched directly on the card itself Thas
process enables [Dsmart to decentmalize
sequrity nsks by eliminaons the nead 1o
store and retrieve hicnemic information
in 3 database for authentcation

By decentralizing the process, ID-
Smart creates a hizhlv secure solufion
that s easy to use apd extmemely
scalable. Thiz approach alzo allews a
high dagree of svstamn custonuzation 1o
mieat client’s wmigqua business mles and

card




Feanars

requirements, like b=ing able to provide
a hizh degres of authenticaion in remore
locations where database comnectivity is
a problem.

When a fingerprint nnage is stored
to the IDsmart card, the mnage cannot be
extracted fom the card. It can oaly be
used intermally within the card to “miatch”
the fingerprint of the user In addidon,
there is no need o ampley separate
hardware to capnure fingerprint images
thronzh  sensor-enabled  ferodnals
Existng elecoonic hardware locks, can
be modifisd to accapt this system with
minimal changes.

The high performance system design
enzbles [Dzmarm prodwcts o ackieve fasy
processing speeds 25 well as storage of
ruore than 30 Anserprint temiplates. Jme
of the [Dsmart products udlizes a Fujitsa
MBF200 AFIS compliant Fingerpring
Touch Senzar providing resoluton of

500 dpi.

The IDsmart

Enrollment Process

= Fingeris placed on the sansor

= The sepsor “capiures™ an “Image” of
the finzarprin:

» The mnage dam 1= mansferred from
the sensor (o 2 processor oo the card

= The processor exsiines the image
datz and computes 2 templae
represepranon of  the
(template allows comparisons o be
performed)

= The template is then stored directly
on the card

= The fingerprint 15 capiured again and
matchad with the stored temngplate o
confirm that the temiplate is valid

image

The IDsmart Verification and
Matching Process

'he fngerpring is processed imto
Tsrmﬂ]er features. referrad o In

finzerprin: bicmetrics as minufiae (also
called Galion feasmres), Capacitive
finzerpring sensors such as one used by
[Clmart senerate an imags of the ridzes
and valleys that make up a fingerprnt by
uze of elecmical cument The processor
uzes complex algorithms to recognize
and analyze thaze minanas.

1E

The processor measures the relatve
positdons of mimnze, in the same way
vou muight recogmize 2 part of the sky by
the relative positions of stars. A simple
anzlogy 15 to consider the shapes that
varions nuvutize form when vou draw
straight lines beowesn them. If two
prints have three ridee endings and oo
bifircznons, formung the same shape
with the same dunensicns thers is a
Lkigh likalihood they are from the same
Print.

Bazad on the result of the matching
process, 3 ecurs confinmanon message
iz gaperared and then mrerpreted by the
conralling device terminal to make the
appropriate dectzion (Le. open the door,
or allow the mansacmon).

IDsmart’s Superior Security
Damart products provide superior
authepticaton and secunty  capa-

bilines to new and existng systems

ID=mart epabled systems bepefit from

the advantazes of the latest biometric

achentication  technologies,  high
performmance processors, sacure  data
storage,  and crvptosraphic
systems, all encapsulared o 3 conveniant
T80 standard smartcard form factor

STOLE
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Mr=mar’s biomemic smart cards
and related producis cam be used
for zecure  facility access,  secure
financial mansactions, and 2 vansty of
identification confirmation and control
SYSIELIS,

Beyood biomemic imazes, othar
personal data can also be securaly stored
and accessed on the card, creanne a wide
range of opticns for persomal identity
tokens such as driver’'s licenses, credit
cards, health cards and more.

“Two-facter™ or “Muld-Factor”
sequrity soluflons reguires something
vou know plus soanetling vou have: for
examiple, a debat card apd a persoms]
Idenmficaron T uaaber (FIN ) orbiomeic,
The Msmart cards can alse store othar
Biomenic infonmatone like Iris scans or
facial recogniton partrms, e thar can
then b= sent o the Inis scan svsteros for
an zdded laver of authentication.

AFIS — Antomated Fingerprint
Identification System

urcnated Fingerprint Identification

System (or AFIS) Is 2 sysiem
to automatically match ome or many
nnknown fngerprint: against a datsbase
of known prints. This iz dope for
VErous reasons, oot the least of which
is becanse the persoa has coonmitted a
critee. Systams like AFIS have baen
nsed in civil idennfcanon projects. The
mtended purposs s w0 prevent multple
enrollments m an elsction, welfars,
DMWY (Depam of Motor “ehicles —
Dirivers license) or sindlar system

TAFTS. the ‘I" meaning ‘intesrated’,

holds all finzerprine sets (called reaprints)
collected in the T75, and is managed by
the FEL

Technology
be machine nsed 1o scan fngerprint:

immo AFTS 1z called the LiveRScan




Device. The process of obtaining the
priots by way of laser scanning 1= called
LivefScan. The process of obfaining
priots by purtng a tenpriot card (prinms
taken using ivk) is occasionally calied
Deadscan or CardScam. The moost
conumon meethod of acquiring fingarprin
mmazes remiging the inewpensive ink
pad and paper fonme Scanming forms
(“fingerprn: cards™) in forensic AFIS
complies with standards established by
the FEI and WIST.

To mawh 3 prnnot, a fingerprint
techwician scans the print in gueston,
and the computer marks all mupufize
potnt: according to an alzorithm In
some systems. the tachuician then goes
over the points the compnter bas marked,
and subroits the mimarize o 2 one-fo-
many (1) search. Increasingly, there is
oo buman editing of feamres necessary
m the more sophisticated comemereial
SVSIRLIS.

US-VISIT (United States
Visitor and Immigrant Status
Indicator Technology)

S-VISIT is a U5 numigration and

border manzgement system, which
has the ability o verfy thar travelers are
who they say they are and do not pose
a threat to the United States. The TS5,
Departmient of Heomaland Securtty’s
(DS UE-VISIT program suppons the
LS. govermment’s affores to estzblish
the idenfity management capability that
supports that svstem. The system calls
for a layersd approach where cross-
border mavel and TS5, Imnugration
actvites are simple and cowvenient for
elizthle, low-rizk oavelers.

UE-VISIT is advancing the security
of the Upited States and worldwide
travel thromgh infermadon sharing
and bipmemics selutons for idenfiny
Inans Semient

According to the TUS-VISIT policy,
certain non-UT5 citizens who wish o
enter the United Sfates have their two
index fngers digitally scapned and a
digital photozraph taken at tha 115, port
of enmy. Immiigraton officials have the
abrility o instantly check the crimdnal
backeronnd nsing ATIS of the person
saeking enmy.

“Wisttors to the TS, who reguired 2
visa ingerred m their passpoar as well
as visttors who are eligible for the Visa
Waiver Program (WVWE) kave also been
requirad to wse thae TTS-VISIT program

U5, cinzens are not required o be
digitally fnger scanned or photosraphed
when they anrer United States temitory.

Facial Recognition System
Fa:ta] recogninon is one of the most
commmon  wethods of persomal
identificadon wused.  Becanse facial
TECOZmifion is
passive, and famly inexpensive, people
do npot hawve a problam
accepting if 25 3 biomenic authentcaton
systern. It is probebly for thase reasons
that face racoznirion has been one of the

non-imvasive, wsually

generally

most active areas of biomeoic reseanch.

Currentr  facial recogmiton tech-
nolosy works well in “wsar verification™
mode. For smaller databases, it works
well in “nser identification” mods.
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A fzcial recosmiton
2 compuer-doven  applicstion  for
sutomatically idennfying a person fom
adizital image It does that by comparing
selacted facial feanures in the live inage
and = facial database

It is opically used for security
systems and can be compared o other
biomewics suck as fingerprint or iris
recoEnition systems.

Popular recogmition  algorithns
mchade  eigenface {or  priociple
comaponsnt apalvsis - PCA), fisherfacs,
the Hidden Xarhov medsl and the
nevoonal moavared Dooamic  Link
Matchimg, A vewly smerging wend,

SySel i3

clanmed o achieve previcusly unssen
aocuracies, is  three-dimensionzl face
recopnition. Another emerging trend
nzes the visual defails of the skin, as
capiured in standard digital or scammed
images,

Privacy Concerns
De-spjre the potennal benefits of
this technology, many citzens
are concerned that their privacy will be
ivaded. Some fear that it conld lead 1o
2 ‘foml surveillance society,” with the
goverrwnent and other anthorinas having
the abilicy 1o know where you are, and
what you are doingz, af all fmes.

Comparative Study

mong  the different  biomemmic

techuiques facial recognifion may
not be the most relishle snd afficient
bt its great advantage 15 that it does
not require aid froon the fest subject.
Properly desizmed svstems installed in
sirpors, multiplenss, and other public
places can detect presence of criminals
asmong the crowd. Orher Blomemics like
fngerprints iris, and speach recogrotion
cannor perfonm this kind of mass
SCANMINE.




Some users of this system are:

» The German Faderal Police use a
facial recogmioen svstem fo allowr
wohwtary subscrbers for EU oo
Swiss cifizans to pass flly sutomared
border conmals st Frankfurt Fhein-
%Main infemational airport.

» Griffin  Investgations iz famaons
for its recosminon systern unsed by
casmps to catch card counters and
other Blacklisted mdividnals.

Three-dimensional
Face Recognition

‘hree-dimenzional face recogniton

(3D face recozmition) is & modaliny
of facizl recognition method: in which
the three-dimensional gecmemy of the
nunan face is wsed. It has been showm
that 3D face recosmition methods can
achieve significantly hizher acouracy
than their 1D counterpans, mvaling
fingerprint recognition

30 face recognition achieves befter
accuracy tham itz XD coumtsrpart by
messuing gepmeny of nzid feanres oo
the face. This aveids such pitfalls of 2D
face recoguition algorithrns as change
o lightng, differant facial expressions,
make-up and kead onentaton. Another

approach is to nse the
30 model o mprove
acouracy of maditional
image based recogmotion
by transfonuning the head
inta a known view.

The mam techno-
lomical [imiramon  of
3D face  recognidon
methpds is the acquisition of 3D
images, which nsually requires 3 range
camera. This ts also & Teason why 3D
face recosnition mathods kave amerzed
sisnificantly later {in the late 1980s)
than 2D methods. Fecently, comanercial
splufions  bhave implemewted depih
percepuion by projecdine & gnd cwie the
face and integrating video caphura of it
inta 3 high resoludon 30 model Thes
allows for good recogmitlon aCouracy
with low cost off-the-shelf components.

Iris Recognition System
a method of
biomemic awthentcation that wses
pamem recogmiticn fechniques based
on hizh-resclution images of the irides
{the fwted annnlar poroon of the eyve
boumded by the Black pupil and the
whits sclera) of an mmdividual's eves
ot 1o be confused with another less
prevaleatocular-based technology, reting
scanming  Ins recopmiton uses CCD
camers rechoologzy 1o Ccaprure an jmage

ris recosmition is

of an eve, and subtle IF illonucaton
to raduce specular reflection from the
COOVER [ormea 1o create images of the
demil-rich, inmicate soucmres of the ids.
These unigue stucnwres convered o
digital temuplates, that offer exceptonal
marching performance for both FAR
and FFEE., provide macbematcal
representations of the s thar yeld
wamibiguons posifive identificadon of
an individual

Themisismostly flatandits geometric
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cocfizuration is only conmolled by mwa
complemeantary nmscles (the sphinctar
pupillae and dilstor pupillae). which
cowfrol the diaroeter of the pupil The
homan iriz is composed of elastc
conpectve tssue cilled the wabecular
meshwork. The trebecular meshwork
15 completaly developed by the eighth
miooth of gestation. It consists of 2 host
of visthle feanmre: namaly rings frrows,
freckles, efc. This makes the irs shape
far more predictable than, for mstance,
that of the faca.

Iris recognidon is rarely impedad by
glasses or contact lensas, Ins techoelozy
haz the smallest ouflier (those whao
cannas nse'snroll) sroup of all biomnemic
technologias. The only  bioomemmic
suthenncation technology designed for
1se inE one-to many search environanent,
2 kev advantage of ms recogwtion 13
its gtablity, or tamplae longevity as,
baming fraumwa, 3 single earollment can
last a lifedme.

Arsmarkable fact abour the iris (and
ane of the reasons that the ins unage
makes an ewcellent biomefric) is that
each possesses a hizghly detailed and
nmigue visible texmra,

The of the ms, like
fngerprints, is determuped randoonly
daring  smbrvonts  gestation Even
gepeically idenrcal individuals have
comapletaly independent ins texnres.

Am jris sezn 15 sundlar o f2king a
phomweraph apd can be perfommed Som
sbhout 10 o to 2 few meters away.

[BXIrE




Operating Principle
o iris-recogumition algorthon firss
bkas wo rdennfv the approximately
concentric  circular outer boundaries
of the ms and
the pupld o
3 photo of an
ave. The set of
pixals covering
ocoly the irs
iz then mansformed into 2 bit patem
that preserves the infommandon that is
essentizl for a stamstically meaningfl
comparison benwaen mwo iris imagas. The
mnathematical methods wsed resemble
those of modem lossy compression
alzorithms for phomographuc images.
Anagther thing to consider is the
evalid. Dost Westerners hava the eyelid
directed o forward or upward, bar most
froon the Orent bave eyelid downwand,
mterfering with the irts nnage data.

Iris has 266 pomts of comparison
datz while fingerprints have 40, snd in
theory it kas 1078 over 1 error rate. But
since the theory assumes that the full
iris image 1= taken withowt any eyelid
mferfersnces in the ragistraton mode
and the szames kind of irs image is faken
n autherficaron procsss, imo acinal
applicaton thers are lor more things
consider and rate goes far less down

Less than 40 percent of the whole
s mmage can only be used for the
s authenbcation process. Im order
to reduce the false-reject misk im such
cases, additonal algorthans are peeded
to identfy the locations of eye lids and
eye lashes and exchide the bits in the
resulting code fromm the comparison
OpETaton.

IRIBIO Protector —

Iris Authentication System
romarus Inmovanon’s (o wanarn
arcoumsInnovaton com), [RIBIO

Protector Authentcation System, is
an Ims suthentncaton system that's
smazll enongh to be fit inside of monse,
vei powerfal enouzh o perforn Ins
Authentication process by ope oy clup
andnoothythecompurer. IRIBI0 Protector
kas an embedded Iris Authentication
enzie hoard that operates independently
from the computer.

IRIBIO  Protector’s — powerfil
software protects your PC from illegal
AMEMIPT T3 ACCEss your oomputer. I
also provides higher security faamires
such as Iris File Encrypton, Ins Folder
Encryptioa and Daove | Folder Secuaicy
(IRIBIZ Protector Pro,  Enterprize
wersions).

Wow with this powerful, acourate,
portable and  ressomably  priced
s  Awhenticaticn Seolnton,  you
can fimally be free from worrving
0 your

abour upauthorzed access

COMIPITEL.

Match-on type Iris
Authentication System

RIBID  Protector Awnthentication

Svsten uses “Mlatch-on-tvpe” method
of suthenticanng. In other words, the
regisiration and idsnoficatdon process of
wour imis is all dooe by IRIBIC Protector
Anthentication System not by vour PC.
This imiplies thar the [rs Authentcanon
System can be applied to almost aoy
solution. Thanks te the super efficiant
algorithin, it is now possible to create
accessibly priced Ims Authenticaton

Apil 2007

S wwindiasafe com

Swvstem. With existing algorithm, the
impossible-to-break bamder for pablic
nse of Ins Awunthenticaoon System
is finally over!

Specially Developed
Image Sensor

hevhave aspecially desizred CRIOS

image sepsor for Ins Scanning
system. It clearly and sharply caphures
thie ris for maxinmm performmancs. Al
mcorporates a Concave Moror Guide
system The 15mm sized coacave mirmor
reflects vour iris when you look at the
murrer It tells vou where to look at, and
lets you see If your s 1= focused or not.
It 15 the compact yer very effecove irs
Fniding system which makes the system
VEry colnpact.

Eetinal Scan System

rafinal scan is 2 biomietric fechnigque
1 expleits the unigqueness of
the wasculasr pamerm of the refina o
identify them. Tyvpecally a refing scannar
ilhaninztes, through the popil, aa
appmilar region of the redna (the retina
is lpcated inside and at the rear of the
eve) with infrared (IR} light and records
the reflerted  wasculature  conmast
information. The buonan retns is stable
from irth 1o death, making it one of the

minst scourate hicunemic to messure.
It bas bean possible to take a retina

scan since the 19305, when research




suggested that each mdividazl kad unique retina pattems.
The ressarch was validsted and we know thar the blood
veszaly at the back of the eye have 2 unigue pattern,
froon eve to eve and persoa o persen. Baming disease
and seveare injury, the refdna’s vascular paterns are stable
thronzhonr ona's lifespan,

A retinal scan fmvolves the nse of 3 low-mrensity IR
light sovgcs and couplsr that are ussd o rezd the blood
veszal patrerns, producing very accurate hiomemic data, It
has the kighest crossover acouracy of any of the buometnc
collectors, estivnared to be oo the ardsr of 1: 10,000,000

Development of the teclmology bas taken lonzer than
expected and for many years the process of taking a retinzl
scan was mezsured in fens of saconds. Mew technolozy 15
capable of capnuoing 2 refinal scan in less than 1 second

Some bimnemc identfers, usually the less expensive
fngerprint scammers, can be fooled. This is not the case
with a remna scan, The retiza of 3 deceasad persen quickly
decay: and cannat be used mw deceive 2 retinal scan. Itz
for this rezsom thar retns scan rechooelozy is nsed for kigh
end accass control security applications.

Fempa scannins  possssses  each of the  four
charactensfics that make up 2 good Womenoic. It warks
wall m both wser vertficarion snd uwser identificaton
mode: Addifional advaptages mchide small temiplate
size apd good operaticnal spead.

Betina scanning is coasidered an exceptonally
accurate and invulnerable Momemc tecknolosy and 1z
extablished as an effectve solunion for very high securiny
envirormeants. Some parts of the American Deparmment
of Energy were using refinal scamnmers for ideprficanon
purposes.

For personal identification system's that regquuras user
“ideprification mode™ over large template databazes, rhis
techoology may be ope of only two eptions (the other is
s scanning)

Despite these misgivings, biometric systems have the
potental to identfy individuals with 2 very kizh degrae
of certainty. As rechnology advancas, and time goes oo,
miore apd more private conpawdes and public utlities
will nse biomestrics for safe accurate identification
However, these advapces will raise maoy concerns
thronghont seciety, where many may not be educated cn
thie methods.

* Informanon for the amcle was gathered fom
variows sources, iInthiding Wikipedia. ®



