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B:iuml:—m’r_a (ancient Greek: bios
=“life” metron="maasrsa’) iz tha
smdy of methods for wiouely recos-
nizing lnwwans based upon cne or mors
inminsie plovsical or bebavioral maies.
Examples of biometric
characteriztics mclhude fmgerprints,
refnas and mises. facial recosnition
pattzrms and hand measuremsants.
Bipmamc  teclmologies  have
become the foundafion of an extenzive
array of highly securs identufication
aepd personal wverificaton  solubons.
Az the leval of security breaches and
mwansacton frand increzses, the nead
for highly idenrification and
personal verficanon techoologies 1s

el

becoming apparant.

Bromenic-based solutions are shla
1o provide for confidental financial
transactons awd perscoal dafa privacy.
Tha peed for biometnics can be found
io federzl, state and local governments,
in the military, and o conwnercial
zpplicanions, Eoterprise-wide nerwork
security  mdTastruchures, zovermnent
D, secure elecmanic banking, invesnng
and other fnancisl wansscions, rerail
sales, law enforcarmment. and health and
social services are already benefinng
fromn these fechnologias.

Az teclmology
e Zoes on more and mors private
compantes and public uolides will
for zafe

advances, and

e biomeTics ACCurats

identificaden. However, thesa advances
may raize privacy and sacurity related
concems throunghonr sociery and mast
be addrazzed.

Dipspite the nesmiving:s, biometric
systemns  have the poteasal o
identfy individuals with 2 wvery
kizh degree of cermaintv. The three
biomemic idendficadon tachnologies,
standardized T
{Imrerzational

internationally
ICAQ
Organization) for use in future passports
ars fnzerprint iris and face recognrtion

The United States govenuuent has
become a smong advocate of biometrics
with the merease in security concems m
TeCenst years, since September 11, 2001,

In 3 speech made by President Bush
on May 15, 2006, live from the Owval
Office, it was very clear, fom then

Ciil Axiation

on, anyons willing to zo legzlly m the
Trted States in order to work thare
will be card-indexad and will have
comumicate iz fngerprints whiles
gntering the counmy.

“A key part of that system [for
varifying docwments and work eligibilicy
of aliens] should be a pew tdennficanon
card for every legal foreizm worker
Thiz card should wuse biometric
technelozy, such as digital Sngerprints,
to make it tamper-proet” said Prasident
George W Bush,

The US Deparment of Defense
(Dol bas already 1sswed mors than 10
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million Commmon Access Card which
is an ID card fssued to all US Service
persomnel and conmaciors oo TS Military
sites. This card contains bipmnetric data
apd diginzed photographs. It also has
laser-etched photosraphs and holograms
o add security and reduce the nsk of
falsification.

Operation of a
Biometric System

Aoy biomeiric system, a person has
It:- first be registered into the system
with owe or wore of their phvsical and
bebavioral characteristics saved This
information iz then processed by a
mwumertcal algorithm and entered inm
2 databaze. The alzomtun creates a
digieal representation of the obtained
biomeTic.

Each subsaquent atfempt o nse the
system, or authenficate. raqures the
biomeic ofthanser tobe capiared agatn,
and processed ot 3 digitsl templats.
Thar remplate is then compared o those
exlsfing in the databaze o detemunce a3
miatch.

The process of converting the
acquired biometric into a digital wmplae
for comparizon 15 conpleted sach tme
the wser amempis to suthenficate to
the system. The companson process
involves the use of 2 Hammung distancs.
The measvrement of how simular tore bit
smings are 13 called Hammumg distancs,




The Hamming distance measures the
percentage of dissimdlar bits out of the
munber of comparizons made. Cuarent
techiologies have widely varying Equal
Ermror Fates, varying from as low as §0%
and as hugh as 80.8%,

Performance
Perfnrman-:e of 3 bioemic measure
is wsually referred to n terms of the
falze accept rate (FAR) the false reject
rate (FER), and the failure to enroll
rate (FTE or FER). The FAF. measures
the percent of mwalid nsers who are
mcorrectly accepted as Zenuwine users,
while the FEFE measures the percent
of walid wsers who are rejected as
[IpOsTars.

In real-world bismetdc systems the
FAF and FPE can tvpically be maded
off agamst each other by changing some
parameter. Cne of the most conmon
real-world  biemefric
swstems i3 the rate at which both accept
and reject errors are equal: the egnal
errar rate (EER), also koown as the
cross-over emmer rate (CER) The lower
the EEF. ar CEF_ the more accurate the
svstem is constderad 1o be

mezsures  of

Some of the Biometric Authen-
tication Technologies are:

* Hiometric Fingerprint System

= Biomeiric Face System

=  Bipmetric 3D Face System

= Hiometrir Ins System

= Biemetric Feting System

Fingerprint
Recognition System
he finzerprine is the most prevalent
biomewic system nsed for personal
ideanfcaton svsiems o date. Ome
ragson for this is thar fingerprine: have
been (for mawy vyears) the primary
means of idepdficadon wsad by law
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enforcemant ageacias the world over. It's

ot surprising then thar fingerprint based
identificaton is the most actve ares of
biometric research devalopoment, and
applications. Finger-scan  techoology
kas matured to the point where o is
relatively mexpensive, g2y o intagrare.
manaze, and use.

Furthenuore, npewser finger-scan
tzchnologzy called hve-scan, is todav's
replacement of the messy mk-and-roll
fingerprint acquisition procedure has
reduced the crimupal stizma associafed
with fingerprints.

A person’s fingerprin: will remam
essentially constant throughour their
life wmless their hands are exposed o
excessive or repatitive abrasions such
as those encountered by peopls who
perform certain kKinds of mananal labaor

A fingerprint 15 the pattermn of ridzas
and valleys on the suoface of the fnger
The two primary template mstching
t2chnologies nsed in fingerprint bazed BT
ara mimmtia (also called Galtoo feanaes)
marching  (minnna  ars local rdse
discontpuitnes) and global matching
{comelation of global ddze patfems).

Fingerprint  hased i1dennficanon
systems work well inuser “idennficanon
moede,”  slthouzh  the manzgeable
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temoplate database volume
may be smaller than eye-
scan basad rechnologias.

Fingerprint  techonolozy
iz flourzhinz znd msking
perzonal identfication im-
plemensation’s cheapsr,
faster, and easier So much s
thar it has expanded beyond
corporate to personal use.

Bafora a8 sigmificant
invesmnent s made appli-
cation spectfic performance
capability shonld be
verified.

Biometrically Enabled Smart
Card — the Way Ahead
smiart card is a plastic card which
lds a processing chip — like
those found in compuers. The chip
on the card is desimnad to protect the
infonmation stored op it wsing various
sequrity mechanisms.

Mizmare. 2 US based hicmemic
sequrity  systern  provider  (wawid-
smart.com), has designed 3 umigue
new smart card that combines smart
techoology with an  oo-card
fingerprint senzor, enshling stand alone
biomeTic fAugerprint idenoficaden and
suthorization selutons,

Witk the IDsmarn Caphure-Stara-
March (CSM) process, the wuser’s
fingerprint nnage is captured. stored and
matched directly on the card itself Thas
process enables [Dsmart to decentmalize
sequrity nsks by eliminaons the nead 1o
store and retrieve hicnemic information
in 3 database for authentcation

By decentralizing the process, ID-
Smart creates a hizhlv secure solufion
that s easy to use apd extmemely
scalable. Thiz approach alzo allews a
high dagree of svstamn custonuzation 1o
mieat client’s wmigqua business mles and

card







