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5 the global econonty grows, and

the pace of business ransactions
accelerates, the air tramspont indusoy
faces greater challenges and demamnds.
Customer expectations for shonter
delivery times and better availability of
in-ransit service contimie to grow. To
meet these ever-imcreasing demands, the
levels of service and guarantes higher
levels of security. BFID along with other
AN technology like Biometmics, GPS,
efc. will assist in overcoming some of
the barmers presented by curment sitport
Processes.

For sirports and airlines, what
looks like a deceptively simple sk is
EBffing evermore complex as lengthy
congestion, incressed inferliming and
mounting passenger and haggage
wolumes infroduce delayvs and complicate
traffic through central habs also means
that small problems at one site can
rapidly snowhball out of conirol, afecting
hagzape and passenger ransfers at other

RFID} techoologies offer mamy
benefits to the air transport industy. The
use of these new technologies will allow
Air frapsport companies fo befier manage
operafing expenses and provide hizher
levels of service to their customers while
operating more safely and secaraly.

RFID in

Airport Management

Areas of Focus/Concern
= Baggaze management
Securnity
- Passengers and personme]
- Baggage
COiperations
- Check-In
- Boarding pass iszue
- (Dperatmg costs
- Efficient uiilizaion of buman
TESOUTTES
- Accurste billing
BFIT} enshled process
= The process starts when personne]
enter the enmance of the abmpont
All the employess are given RFID
enabled ITY cards. SETU™ validates

the staff at the entrance through the
BFID readers installed there

Fipure I: RFID mmplamented process ar the
Afrport antrance

When the passenger checks-in at the
airport they would be given boarding
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= The boarding passes would cammy
dats like:

- Flight details

- Personal details

- Passport number, efc.

- Checked im Baggage information
(thumber of Bags, weight, etc.)

-  Associste passengers fthat are
raveling as a family or in a
Eroup.

The svstem would also read the new
FFID enabled passports, and walidate
the informaton conmined in it and
immediately associate the passenger’s
current fight details o their boarding
pass.

These demils sre associated &t
the secure master database level with
the serial pomber of the FFID tags
simultapegusly as the emploves is
generating the boarding pass. Both the
passenger and the baggage are tagged
and associated with each other.




Feature

Allbaggaze, including kand bazzage
and the passengers would cammy BFID
enzhbled tags with the same miommation
as oo the boarding pass with the same
1D munber. If & family of 2 passengars
15 waveling together or passenzers
are waveling in a group, they can be
aysocizted with each other, <
= The passengear then proceeds towards

the aircraft after the imumigration

control and securtty check procadure.

They system will npdste the master

datzbase at each check point. If aoy

pazzenger has not checked in af these
stanions 2t the predetenmined tme
before deparmre, then the SETL™
svetemn will SME the passenger thar

they need to immediztaly procesd 1o

the specific area.
= Ar the mune of boarding the aircraft,

the passenger iz walidated once
agam on enmy to ensure that he'the

15 bpoarding the right flizht and oo

unauthorized persommel or hagzage

15 boarding the plane with the help

of the FFID} hand-held readsr. The

“passenger-on-board’  mmessage  is

mmediately  semt o the system.

In case of any discrepancy oo

pazzengers not checkad in alanns are

genarated and the SETLRY sysiem

that the boarding gate will close inx
mimntes. The system will also wotify
the airline personal, as to the last
checkpoint the passenzger cleared
enzbling the airline emplovess o
Plvzically search for the passenger

The haggagze follows the
procedure and is passed throngh the
cooveyer belt Each tag camies z
umigue idanrifier that is read while the

same

bagz is mansported to convevar belis
o route I 10 screening machines and
then on fo the spproprists plans. Also
the waight sensors check the weight
of the bagzaze along the rowts, if
there is any change in weight the
SETU™ sysitem will, place the bag
in a temporary boldine area and
immediately notfy the supervisor
that the parmmoalar baz has been
tanperad with and at what locaton
thea bags waight changed and by how
much and rthat inomediate action is
pecassary. Tlis prevents things bamg
stolen from the passenger bags as
well a5 making sura that no forslgn

objects are added to the bags after
thev have been checked in by the
Ppassengars.

starts sending 505 to the passenzears

Figure 3: RFID implamenied
passenger-bogrding process
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Figure 4 BFID anabled bazpage
loading process

Ar the mme of disembarking from

tha plape the passengers are again
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validated o check for the presence
of any nnzwthorized passengers wha
nught have traveled or passensers
whoe would have disembarked
emmonzonsly oo some other port In

case of any discrepancy. alarms are
zenerabed

Figure 5; RFID gnabied

disembariing process

A similar procedurs is Sollowed
for the baggage agzam. All bagezaze
15 scammed and any unsuthorized
baggaze if found is inuoediately
reported.

Figure 8 RFID enablod
bagpree-unlanding nroces:
Ar the bagzasze collecdon area
passangers locate their bagzage fastar
apd more accurately. RFID readers
installed ar appropriate  locadons

over the baggaze conveyor read the




tazs o them and this mformation is
displaved on an overkead moanior
The monitor can displays the name
of the bagzaze owner through the
azsociztion creztad aarlier.

Figure 7 RFID enabied bagenee
collecrion process
Finally as the passenger 1z exitng
the zirport he' she 13 agzin validated
to chack if the passenger is camying
the correct luzzage thus ensurinog
security of the lngzaze

Figure 5; RFID enabled axit ysiem
ar the Airpars

COnce the passenger exits the airport,
the passenger and the baggaze FFID
Tags are deactivarted (killed)
SETU™ based symems provides
monttoring apd conool faciliies o
ensure that wo womithorized access
15 possible m high secunity areas
and persoanel have to pass through
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mulipls Bioeoic access points o
gdin access to thoss areas.

= SETU™ based systems can provide
the rezl-ome loczdon of mdividual
passengzars, anslyze fmaffic and the
behavior of ndividuals, and obsarve
and record unusnal behavior and
votify the concernad persoomel o

takie appropriate acton
Impact of SETU™ on
Areas of Focus/ Concern
Aszet Management
= Passenger apd Baggage macking
» Seamless Informadon  exchanze

betwean the varons deparmments at

the alrpor.
= BagEgaze manigement
= Security

SETU™ acconmunpdares data right
from marual data faeds, o bar codes,
to RFID, GBS, Hiomemic, ICS like
SCADA PLCs, erc. SETU™ tracks
both the passenzers and the baggagze
i ragl-fime and ensures thar they are
boarding the comect plans by means
of zenarstion of alams m case of aoy
discrepancy. With the help of a central
database and web-zpnabled access o
the dats, SETU™ facilitatas searnlass
information exchapge berwesn vVarious
deparmoents at the airport. Having a
transparent svstemn helps collaboration
berwesn vanouws depamnents, epabling
bamer decizion making.

Crperations

= Check-In

* Boarding pass issue

= Dperating costs

= Effirient utilization of
TESOUTCES

bhuman

= Accurzte hilling

SETU™  facilitate:  Feal-Time
data imputs to the financial packages
TCO,

eazbling  improved lean
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operations and reduced emors in hillng,
SETU™ allows specific processes 1o
be embeddsd on the network acnoss
frmctional areas (owveatory macking,
WS, asser mackmng, eic.) and allows
the user to define mnldple evenr mles
mchading custon males. The operating
costs ars reduced becanse of tha process
sutomaton and reduced labor. SETT™
facilitates seamless Integration with
externzl applicanon:, analysis taols ta
help armve at business decisions whea
they nesd 1o be taken.

Security

= Theft

»  Tracking of individual items
» Tracking of individuals

»  Passenpary

» Emplovess
= Visitors
*  Access control

SETU™ facilitates Feal-Time
macking of all passengers. emplovess,
aszafs and ensures that thera ame
oo unsthonzed IOVEIIEnTs,

Comanunicating with various accesses
control  systems  directhy o allow
preventive actions to be taken. SETTU™
facilitares customized report gensration
leading to bemer asser managemant, and
thefis.

Features

* A ceamsl monitoring facilicy to know
of 21l walid and fovalid movements
Feal-Time informaton oo all relevant
data of peopla and bagzaze

»  Appropriate alamm and check systems
o enforce process-based apd legal
miovements of peopls and hagzage
within the airport

» Facilitates 3 fault-free movement of
2ll bagzage to their respective fighes
across the coowevor belr systems
nsing intelligent data basad convevar




biel: routing engines

= Extermal information plug-ins o
vartpns govermnent deparmuents like
the Home Ministry and Minstty of
Finance atc. fo access movement of
doubifal people

Benesfits

= Tracking baggaze inrezl dme

= Preventng the improper losding of
hagzage

= Preventng bagzaze loss

= Preventng bagzaze cross-pickup

» Mmimiring sorting emors by the
bazzaze handling system

= Mimimizing the time needed to match
pazzengers and bagzage

= Improving maintensnce snd wacking
of inclzimed bagzaze

» Checking passengar
ragarding dangerous bagzaze in real
o=

ipformation

= Checking passenzer mfomstion to
belp identify suspicious people in
raal fime

= Displaying informaton aboat arrmved
bazzagze to bagzage hapdlers and
paszengers

» Hascle free and emor-free movenient
of all passenzer baggaze

= Mlonitoring movemsant of all internal
emplovess

* DMMonitoring the moverment of zll
razzed assers

= Montorng the movemear of sl
vehicles belonzme to or working for
the Airport authority, Airlines, etc.

SETU™ baszed integrated

Messaging System (SMS):

» DPpssenger can  be  sent  emiai]
raminding them of theor upooming
flight ar predefined intervals

»  Geperate and send SRS and emails
o the fdight crew of their scheduls

= Custommessages canbe geaeratedby
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the system informing the passengers
via 505 of Boarding time, Boarding
gate munber, Hizght delays if awy, etc.

= Generzte of a list of passengers that
kavenot chacked inand sutomatically
generate an SRS  infonning the
passenger that be npesds to board
immediztaly ar zats munber X witim
the next X oamber of mimuss -
which i turm, conld belp the zirlines
avaid hefty fees for mussing take-off
slots.

SETLU™ based integrated

Clobal Positioning System (GES):

* Eeap:s wack ow the movement of
all wehicles thar enrer the Airpon
perimeter

» Eesp: mack of all high wvalue
BqiupLzen:

= Prevent the wvehicles from nuraay
infrision

= Generzte  mmldple when
the wvehicle or asset anter or leave

alarmms

spacified areas

= Help the airlines track their feet of
vehicles

» These systems are so sophisticated
that they can nwotfy the airlines
when their emplovess like Prlors,
Arrhostess, erc. are pickad up from
thair residence.

SETU™ bhased integrated
Electronic passenger check-in
psides  the chack-
in kiosks, zirpors have enabled
puling chack-in. The service enzblas
passengers with elecmomic ockets o
choase their seat and chack in online at
boms or in their office and print cut their
own boarding paszes cnline. Passengers
who check in cnline and kave only hand
lugzaze can zo diectly to the passpoat
copmol at the airport. If they have
luzzaze that naeds o be checked in. they

self-zamica
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Faamra

drop it 2t a fast bagzage drop.

SETU™ based integrated
Airport Management System
that Combines RFID with
Video

wtegrating svstams like SETU™ with

Cpraz, developed by a consortinm of
European companies and a vmiversiny is
developing 2 svstemn o ack mavelers
instde airports. Systems ke Otprag are
primanly intended to Inoease sacunity
and safety of passengers and to spaed
boarding mmes. The Optag systems
employ panoramdc cameras and active
FFID mapsponders with & 10- o 20-
mieter read range.

Theze fags would bBe amached

o passenger fckets and read by
interrogators  placed thoongbhour  the
airpor checked-passenger walling areas.
Thiz system counld track passengers
with zn acouracy of 1 meter apd update
location data once per s2coad based oa
[E53S0ZET MOVEmEnts
like Optaz wortk by
integrating data from the BFID system

Systems

with images from the dizital panoramic
CAMIETA
would averlay taz locations anto imazes,
Swstams like Opraz can be combined
with facial-recosniton soffware.

Sy aiemm. The camera TYEIENL

SETU™ based integrated
Video surveillance with
Facial-recognition software
TETU™  based imteszated “Video
suaveillance with Facial-recognitdon
sofrware ensbles the Images caprured
from video surveillance systems to be
proceszed by special facial recogroction
sofrware and checks it against kKnown
databazes of wanted persons. Iftherais a
hit, it will momedizrely migger a warning
to the security personal thar there s a
match and that they need to take a closar




look. The security personzl can then
view the images and s=2 bow loag it kas
bean vmartended and take the appropriate
acton. This has besn implemented at a
faw amports around the world

SETU™ based integrated Video
surveillance of unattended
objects like Baggage

ETU™ hazed infegrated “ideo

Survetllance systams at Anports
take dizital video of the entire sirport and
kesps checking agzinst its earlier records
at regular intervals, for example if there
15 an vmarrended bazzage or person bas
oot moved in 3 predeternined samount
of tme, it will wigzer a warning to the
security personal that the highlizhred
object haz mot meved The ecurity
personal can then view the images and
se2 how lomz it has besn unstended
and take the appropriate acdon. This
has besn implemented at a few select
girpoats around the world.

SETU™ based integrated
Biometric check-in for
frequent fvers

ETU™, integrated with SecBoard

system jodntly developed by
Lufihawza  Systems  Group  and
Bundesdruckere iz &  Biomefric

Check-in system Pas:engers with an
glecmonically readable idenury card
confsining blomewic data will also
bensfit from technology:. they wall be
able to move through aiport secamdiny
potot: more guickly and easily thao
travelers without cards.

The regismanonis a oee tine procass,
where the passengars’ fingerprints are
racorded, diginzed and stored on 2 sman
card, this can be rensed azam for fumre
fights. In additon to the fngsrprint
dara, the card contsin: a photo of the
pazsenger, personsl infonmaton znd a

serial monber, At check-in, the serial
wuanber 15 linked to the chack-in data m
the databasa,

At the boarding statdon between
check-in and the amcraft, where a3
finzerprint check iz conducied. The
fingerprint data fom this check is
compared with the fingerprine dara
stored i the card. If the data matches,
the passenger can board the aircraft.

The digitally stored finparprints are
linked w0 a single person, coumterfel
proof snd protected against unanthonzed
access through the sp-called Basic
Access Conmol (BAC) method which
kas been developad for the new Gemman
biomemic passpoms,
Lufthansa Systeims.

according o

EFID passports (e-passports)
An EFID passport is the same as

2 maditional passport with the
addition of a small BEFID} enabled
chip embedded in the back cover. The
tizhtening of security requirad the border
conmal to take steps in cracking down oo
connterfeit paper passporns with the halp
of the new RFID enabled passports.

The BFID tazzed passports will store
the sames informanon that is printed on
the data page of the passpoat, including a
dimittzed fngerprint apd will also inclnde
a diziral picmra of the owner, which will
facilitate the use of face recosmiton
tachnelogzy at ports-of-enmy, the unigue
chip identification mumber and a3 digreal
sizmature to protect the stored data frono
alteraton.

PFID} tagged passports have been
izzned by U5, UK and many Eurcpesn
governments and other counmie: aroumd
the world, Among the very frst BEFID
based passports were 1ssned by the
Malaysia govermoment in 1993 The
Mlalaysian BFID passports recond the
travel history (dme, dste, and place)
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of eamies aod exits Don the counTy
in addifion to the basic information
contamed on the visual dama page of the
passEOTL.

e - W
— O
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To prevent unauthorized skimming
(reading) of the infonmation confained
in the BFID chip by the readers when
the passport is closed. the passports
will incorporate 2 thin meml linns,
Skmnming is the act of obtaining dat
from an wwkpewmng and wser who is not
willingly submniming the sample ar that
tme. Eavesdropping 1= the interception
of mformation 2s it moeves elecmonically
berween the chip and the chip reader.

The Intermamonal Civil Aviation
Orgamization (TCAD)  that zef
Stapdards for PBFID passporis  ate
contamed in ICAQ Doouoent 2303, Part
1, Volumes 1 and 2 (5th edifion, 204E).
ICAD refers to the ISO 14443 EFID
clips [ a-passports 83 “concactless
integrated circwirs™, ICAQ  stapdards
provide for e-passports to be identifiable
by a3 standard e-passport logo on the
front cover.

hag

The Electronic Passport logo s the
inferpational svimbol for an electromic
passport. It sigmifies that the passport
contains an mtegrated circwit or chip
on which datz about the passport and
passport bearer is stored. The logo will
be displayed at border mepection lanes
at all zirpors and mansit pors equipped
with special data readers for Elecmomic
Paszparts.

The special faamres of ao Elecmonic

Passport are:




= Securely storad iograplical
mformation and digital image tha:
are idenfical to the mfommation tha:
is visnally displayed in the passport;

= Coptactless chip teclmology  that
allows the informaton swred in
an Elecionic Passport to be read
bwv ipecial clup readers at a cloce
distanca

= Uses digital sigpature technology 1o
vertfy the awthenticity of the daca
stored on the chep, This techaclogy
is commonly used o ocredit cards
and other securs documents using

toregrared cirowits or chips.

The Elecwowic Passporr facilitares
travel by allowing:
*  Anrornated identry verificaton;
= Faster mnmigranon nspectons; and
= igreater  bonder  protecdon  and
SeCuriy

EFID tagged US Passports

he TS wversion of the biometric

passport  (e-Passport) will oaly
have digital imzging placed onto the
contactless chip, as opposed to the
Europ=an version. The US. Electronic
Passport will wse the digiml image of
the passport photograph as the bomemic
identifiar that will be wsed with face
racognitton technology te verfy the
tdennry of the passpor bearsr. However,
the chip wsed in the U5, passport will be
largs enpugh (G4 kilobytes) to allow it o
contain addittonal biometic identfiers
should the nead arize in the fiunoe.

The T'5 Deparmmsnt of Stae
began issung bipmemic passpors o
govermuent officials and diplomas o
garly 2008, It begap issuinz resular
bicmeefric passports at its Celorado
Passport Agency on Angust 12 20048
though they sl expect that nearly 211
new or repewad passports issned by the
deparmuent to American cinzens will be

bdormemic by the end of 20046

As for foreigomers wavelng o the
U5, if they wish to enter U5, wisa-
free umder the Visa Walver Program
VWP, they are now are raguited to
passess machine-readsbls passpors that
comaply with infemationsz]l standards,
Addinopally, for oawvelers holding a
valid passpoar isswed on o1 after Ocrobear
26, 2006, such 2 passport mast be a
biommemic pasiport to permit storage of
at least a digital image of the passport
phciograph for use with face recognition
technology if used to enter the 115 visa-
free under the VWE

A bomemic or biometric identifiar
15 3 measurable physical or bebavioral
characteristic of an individual, which
can be vsed o varify the tdentty of that
individual or 1o compars azamst other
ewfriss when storad in a dambasze.

The Depamuoeat of Siate  has
mcorporated a relisble anti-skimaning
feamre and Basic Access Conmol (BAC)
o mitgate the threat of skinuning in
all elecoomic passports. BAC is sinular
w 3 PIM used in ATM or credit card
mansactions. [n the case of the electronie
paszport, characters from the printed
machime-readable zone of the passport
mmst be read first o order fo unlock
the chip for reading. Eavesdropping
can ocaly ocour while a readsr nsing the
proper public key is reading the chip.

The pew passports also nse Puablic
Eev Infrasmicmare (PEI) technology
thar prevents the chip from being
altered; thereby, providing a higher level
af security for the passport Access 1o
the data on the chop requires the use of
aw official public key to ansure thar the
datz has not besn alterad and thar it was
wrimen to the chip brv the Deparment of

Faamra

mwformation. Gathering the information
ronest be convenisnt, otherwise operaions
will tend to skip the step and hance data
wtegrty will be compromised. Chur past
can opea doors to our future. Whether
we realize it or pot, BFID (autoooatc
and  dama caphare)
techeology will be an imtesral parm of

idenmficaron

o Life.

BFID increases productvity and
convantenca. BFID is used for bumdreds,
if not thousands, of applicatons such
a: preventing theft of automobiles,

collecoinzg tells  withont  stopping,
managing maffic, gaining  enfrancs
tr  buildings, sufomating patking,

conmelling access of vehicles o zated
CommNnites, colporate campuses and
girports, dispensing goods, providing ski
Lifr access, mapaging lugzage in airports,
tuving bamburgers, and the growing
oppomuicy to track 2 wealth of assens
i supply cham management Excitng
fmes await those of ns comamited to the
pursiit of advancements in BFIDL

EFID rEpresans 3 maly
mansformational teckoolezy apd the
SETU™® platformn with BFID provides
the ability fo revolutionize the aspect of
secuoiry and real time tracking It has the
potental to drive enonuons shareholder
return benefits across a breadih of key
memics  ipcluding  revenne  Zrowih,
OpeETating margin, working capital aod
capital expenditures

SkandSeft  Techpolopie:  alons
with its parmers provides everything
wvou  require,  fom  evaluadon o
mnplemsantaton 0 maEinfepance  and
support im an BFID soluton. W
arg  curently sddressing business
process analysizs. benclamarking, pilot

nuplemsntanons, and Enterpriza
State. mtegradon  for  wanous  global
: OrZamizations in  assef DmMAnAZemIent,
Conclusion supply chiz etc.
flective ar an:port mMAanigsment
qu'.u'rea timmaly, accurate Just imagine the possibilities... W
SN www indiasafe. com



